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Abstract:

The special features of virtual currency
systems, especially decentralized systems,
present new challenges to law enforcement
Many of the benefits that virtual currency
systems promise to legitimate consumers, such
as increased privacy in transactions and the
ability to send money without an intermediary,
act as obstacles to law enforcement when the
systems are exploited for purposes Illegal, the
main challenges identified by law enforcement
officers dealing with virtual currency include
regulatory and compliance asymmetries,
transaction opacity and anonymity, and the
global nature of the systems.

With the strategies of criminals and
terrorists constantly evolving, using new
technologies and techniques to commit crimes
and stay ahead of law enforcement and
security  organizations, blockchain  has
provided a valuable opportunity for dark
actors to conduct countless types of
anonymous  cryptocurrency  transactions,
ranging from drug smuggling to money
laundering to terrorist financing. To replace
dark alleys with dark markets, financial
investigators are finding that they need to trade
their traditional approaches to blockchain
analytics if they are to keep up with criminals.
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Our new topic delves into the challenges
posed by cryptocurrency crimes to financial
investigations in the absence of effective and
regulating laws and legal and legitimate
investigative techniques, the tools and
techniques criminals use to avoid detection,
what to look for in a blockchain analytics
solution, the importance of the topic and the
problem that investigation experts face
Finance and the accelerated development of
digital technology.
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Legal Status of Cryptocurrencies
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8 Banco Central Do Brasil -
https://perma.cc/G4AGM-8HV6
4 Digital  Currency, FINANCIAL

Comunicado n°

CONSUMER

31.379, de 16/11/2017 - archived at

AGENCY OF CANADA,

https://www.canada.ca/en/financial-consumeragency/services/payment/digital-currency.html

® Currency Act, R.S.C., 1985, c. C-52, § 8, http://laws-lois.justice.gc.ca/eng/acts/c-52/page-1.html

® Digital Currency, FINANCIAL CONSUMER AGENCY OF CANADA,
https://www.canada.ca/en/financial-consumeragency/services/payment/digital-currency.htmi

77 Mariam Al-Shikarchy et al., Gowling WLG, Canadian Taxation of Cryptocurrency... So Far,

LEXOLOGY.COM (Nov. 14, 2017),

https://www.lexology.com/library/detail.aspx?g=6283077e-9d32-4531-81a5-56355fa54f47

8 GACETA OFICIAL [G.0.], Dec. 8, 2017,

http://gacetaoficial.tuabogado.com/gacetaoficial/decada-2010/2017/gaceta-oficial-6346-del-8-

diciembre-2017
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https://www.canada.ca/en/financial-consumeragency/services/payment/digital-currency.html
https://www.lexology.com/library/detail.aspx?g=6283077e-9d32-4531-81a5-56355fa54f47
http://gacetaoficial.tuabogado.com/gacetaoficial/decada-2010/2017/gaceta-oficial-6346-del-8-diciembre-2017
http://gacetaoficial.tuabogado.com/gacetaoficial/decada-2010/2017/gaceta-oficial-6346-del-8-diciembre-2017
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2 Asamblea Nacional de la Republica Bolivariana de Venezuela, Acuerdo sobre la Implementacion
del Petro [Accord on the Implementation of Petro] (Mar. 6, 2018), archived at

https://perma.cc/L6GQ-QUXV.

8 CONSTITUCION DE LA REPUBLICA BOLIVARIANA DE VENEZUELA [CRBV] art. 312,

318, and 12, G.O., Mar. 24, 2000,

http://www.cne.gov.ve/web/normativa_electoral/constitucion/titulo2.php

4 Communication from the Commission to the European Parliament, the Council, the European
Central Bank, the European Economic and Social Committee and the Committee of the Regions.
FinTech Action Plan: For a More Competitive and Innovative European Financial Sector, COM
(2018) 109 final (Mar. 8, 2018), http://eurlex.europa.eu/resource.html?uri=cellar:6793c578-22e6-
11e8-ac73-01aa75ed71al1.0001.02/DOC_1&format=PDF

® Press Release, European Commission, European Commission Launches the EU Blockchain
Observatory and Forum (Feb. 1, 2018), http://europa.eu/rapid/press-release _IP-18-521 en.htm

® Court of Justice of the European Union PRESS RELEASE No 128/15 Luxembourg, 22 October

2015.
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8 Steuerliche Behandlung von Kryptowahrungen (virtuelle Wahrungen) [Tax Treatment of
Cryptocurrencies (Virtual Currencies)], BMF, http://perma.cc/BU4Z-3BFY

® Steuerliche Behandlung von Kryptowahrungen (virtuelle Wahrungen) [Tax Treatment of
Cryptocurrencies (Virtual Currencies)], BMF, http://perma.cc/BU4Z-3BFY.

10 Sind virtuelle Wahrungen wie Bitcoin eine Alternative zu klassischen Wahrungen wie dem Euro?

[Are Virtual Currencies Like Bitcoin an Alternative to Traditional Currencies Like the Euro?],

OeNB, https://www.oenb.at/FAQ/sonstiges.html.
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https://www.oenb.at/FAQ/sonstiges.html

10 A0 cilgiaty i sl adl g (o L gl SN juas (b lal) ciligianl) dpad ) cdladl

a oo WS adins Lalas 453 5 (padias
e el dugud 3$ie ae e gl 06 o il
A8 ah WS cadd )l cblasl) ddlym Lliad b 53 )
laall Elalae JS0 dnulae O law Jadsy 48)yall
Ay A dasdl o i B s Lol dad)l
S Al claasll

3 el (o and dglandl B)la daa dalalie Cuad
S Liaslgis ad oSa3 dualal aclgly ailsl Cpaual
oo ey svay Lol LS Ol i gisall )
Taaall dg S EBlaal) ol Alliaa plaiy (il g sk
Clanll s aSa dandats AadY 5k (ggan uas Ll LS
) s Laslsi g S Ay gty A
Be 354l

eond) ) Ao ST L gadl dayel) Alaal)
Oe gl 13 o Jug 8 lgsda o (L) (saad
Jah sadine dlee 2ay Y oSy Ag SKIY) CDlaal)
Lol ccDanll CGipen Jolu o) iy ASladll
B ccupl Al Pla e Ldgln S Al daal pdY
dule Qiloe (e O laladl) el Lol A §all lgie Cayds
O sl i€ gl Ciaaly oulalaiall e dibida
Daslaal) Jals £l Akl £ )la S

& Al GULS Gead ol @i 2013 Al B
3 oSl Shlae e sgenll pdan jladl gueall
"Rl Lpcal i) de Ly diegad 4 o oSl cie
LS "apadal) edleall ol ) Ll Allall aal Sl
by 2'8laaS (guad) 8 oo ey Yy omn V'
& Jabal) 2L leacsgally il e jlaay ¢ jlesdl
s Jsgailly Al Clacgal) o jlaang gl
a sl ehd o clesdll S clamiall 8 cpeall e
Byl Bgear (osSidly ddlaie Cladd wd® Yy (9Sill
Lgailly Blailly demadl) @y Jadiy Bila e
aial ol sl Jod sl AV claaally Lalladl
el Olsals CpasSinl) Asbie ol dualie AlaussS (oSl
Sigial clee
dabiie Al Dlaal) i Jleel A3 (L) b
cdie Y adal) cled g8 J32 2016 s 08 Lisla
e palad¥ (Ko duad Sl gl o dud)) dleal)
Sl Dl Sl ehd B B Laladial opanaa
O e GaldsY aadl o e ehall dlldy cled
A s S iy dalles 2l (PIA G Ll 2 g
S Sl 6 il Jiad ) 138 a3l
el dila Jleel 5)2) ag) mawd Glldy ansl
el Alpa @lSHa Ao Oailal) dajidn WS L4085
O T 3yl eDlaadl S e sl Ygal Tg pua o aad )

Crita gac O:x,u\;.d B‘)\A}[\ 238 @4;3 ll 3:\.05‘)3\ e@f}mﬂ:

1PBOC, MIIT, CBRC, CSRC, and CIRC Notice on Precautions Against the Risks of Bitcoins (Dec.

3, 2013), https://perma.cc/SADN-DXHD.

2PBOC, MIIT, CBRC, CSRC, and CIRC Notice on Precautions Against the Risks of Bitcoins (Dec.

3, 2013), https://perma.cc/SADN-DXHD.

$PBOC, MIIT, CBRC, CSRC, and CIRC Notice on Precautions Against the Risks of Bitcoins (Dec.

3, 2013), https://perma.cc/SADN-DXHD.

4 BEERFIZEET %1 [Payment Services Act], Act No. 59 of 2009, as amended by Act No. 62

of 2016.
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® Distributed Ledger Technology Regulatory Framework.
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http://www.gfsc.gi/dlt
http://www.gfsc.gi/news/statement-on-initial-coin-offerings-250
http://gibraltarfinance.gi/20180309-token-regulation---policy-document-v2.1-final.pdf
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